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Agenda

• P u rd u e  F e d e ra l F ra u d  P re ve n t io n  De p t .
• S c a m s  a n d  F ra u d

⚬ Ho w  s c a m s  w o rk
⚬ Ho w  fra u d  w o rks

• Kn o w  yo u r  v u ln e ra b ilit ie s
⚬ Ed u c a t e  & Un d e rs t a n d

• Ho w  t o  p ro t e c t  yo u rs e lf 



Fraud Prevention Department

• Es t a b lis h e d  in  2 0 2 1 t o  h e lp  s a fe g u a rd  o u r  m e m b e rs  a n d  t h e ir  
fin a n c e s
⚬ Cu rre n t ly  a  t e a m  o f 4

• W h a t  d o  w e  d o ?  
⚬ Re v ie w  t ra n s a c t io n s
⚬ Ed u c a t e  o u r  s t a ff a n d  m e m b e rs
⚬ In c o rp o ra t e  p re ve n t io n  s t ra t e g ie s
⚬ P ro t e c t  o u r  m e m b e rs  fin a n c e s  a n d  t h e  c re d it  

          u n io n  a g a in s t  fra u d s t e r s



Types of Scams

• Ro m a n c e  S c a m : S o m e o n e  p o r t ra ys  t h e m s e lve s  a s  b e in g  
ro m a n t ic a lly  in t e re s t e d . 

• W o rk S c a m : O ffe r in g  a n  e a s y  w o rk  p ro c e s s , u s u a lly  in vo lve s  
re c e iv in g  a  c h e c k  & a  re q u e s t  t o  p u rc h a s e  p ro d u c t s . 

• O ve rp a y m e n t  S c a m : O ffe r s  t o  p u rc h a s e  
     s o m e t h in g  & s e n d s  p a y m e n t , u s u a lly  in  t h e  fo rm  
     o f a  c h e c k . 
 



• Loan Scam : Request of personal information and provides 
deposits, usually the deposit comes in the form of a check

 
• Advertisement Scam : Offers money to advertise a product

• Federal Warrant Scam:  Threatens a legal 
 proceeding against you for drug trafficking, 
 terrorist activity or tax delinquency

 

Types of Scams



Types of Fraud

• Ac c o u n t  Ta ke -O ve r : An  u n a u t h o r iz e d  p e r s o n  o b t a in s  yo u r  
b a n kin g  in fo rm a t io n  a n d  u s e s  t h e  a c c o u n t  fo r  t h e ir  p e r s o n a l 
g a in . 

• P e rs o n - t o -p e r s o n : An  u n a u t h o r iz e d  p e r s o n  u s e s  yo u r  a c c e s s  t o  a  
p a y m e n t  s ys t e m  t o  m a ke  u n a u t h o r iz e d  t ra n s a c t io n s .  

• Co u n t e r fe it  Ch e c ks / Ch e c k  F ra u d : An  u n a u t h o r iz e d  p e r s o n  
     u s e s  yo u r  c h e c k  in fo rm a t io n  t o  p ro d u c e  n e w  o r  
     w r it t e n  c h e c ks . 
 



Know your vulnerabilities

• Kn o w le d g e : Kn o w  w h a t  is  re a l vs . fra u d

• Un d e rs t a n d in g / Ed u c a t io n : Ed u c a t e  yo u rs e lf o n  
t e c h n o lo g y  ( p h o n e s , c o m p u t e r s , s o ft w a re )

• Be  v ig ila n t . 
 



Text Scams

Exa m p le s  o f fra u d  t e x t s



Text Scams

Exa m p le s  o f re a l t e x t s  fro m  P u rd u e  F e d e ra l



Text Scams

• No t e  t h e  lin k  in  t h e  fra u d  t e x t
• Re p ly  Y o r  N in  t h e  le g it  t e x t
• Th e  O p t  O u t  o f STO P  in  t h e  le g it  t e x t

Co m p a re  fra u d  vs . re a l a le r t s



Phone Calls

• W e re  yo u  e xp e c t in g  t h e  c a ll?  
• W h a t  in fo rm a t io n  a re  t h e y  t e llin g  yo u ?
• W h a t  in fo rm a t io n  a re  t h e y  a s k in g  fo r?  
• Th e y  fo rc e  yo u  in t o  a c t io n  b y  c a u s in g  fe a r.

⚬ Ca llin g  fro m  a  fe d e ra l a g e n c y  ( IRS , 
          Tre a s u ry  De p t ., Dru g  En fo rc e m e n t ) .
 



Spoofing Calls

• S p o o fin g  is  a  s e rv ic e  t h a t  a llo w s  s o m e o n e  t o  
m is re p re s e n t  t h e ir  re a l c a lle r  ID.



Computer Take Over

• Ty p ic a lly  h a p p e n s  a ft e r  yo u  h a ve  
      u n kn o w in g ly  c lic ke d  o n  a  fra u d u le n t  p a g e

• Th e y  w ill s a y  t h e y  a re  Mic ro s o ft , Go o g le  o r   
      a n o t h e r  b ig  n a m e  b ra n d  o r  g o ve rn m e n t  
      a g e n c y

• Th e y  w ill t h re a t e n  t o  t u rn  o ve r  e v id e n c e  fro m  yo u r  
     c o m p u t e r  t o  a  g o ve rn m e n t  a g e n c y



Understanding URLs
• P a y in g  a t t e n t io n  t o  a n d  u n d e rs t a n d in g  t h e  URL a d d re s s  lin e  w ill 

h e lp  yo u  id e n t ify  p o t e n t ia l fra u d  w e b s it e s . 



Understanding URLs

• Lo o k fo r  t h e  p a d lo c k
• Lo o k fo r  “h t t p s :” 
• Ma ke  s u re  it  is  a n  a d d re s s  yo u ’re  fa m ilia r  w it h  

⚬ h t t p s :/ / w w w.p u rd u e fe d .c o m
⚬ h t t p s :/ / w w w.s s a .g o v
⚬ h t t p s :/ / w w w.ft c .g o v

• Fa m ilia r iz e  yo u rs e lf w it h  yo u r  c o m m o n  w e b s it e s
• Do  n o t  g ive  p e rm is s io n  t o  “re m o t e  in t o ” yo u r  c o m p u t e r



How to protect yourself

• Kn o w  w h o  yo u  a re  in  c o m m u n ic a t io n  w it h  
• NEVER g ive  o u t  a n y  in fo rm a t io n  u n t il yo u  a re  c e r t a in  

o f w h o  yo u  a re  d e a lin g  w it h  
• Us e  t ru s t e d  w e b s it e s
• Us e  t ru s t e d  m e t h o d s  o f p a y m e n t
• Be  v ig ila n t !



• Do not answer calls or texts you are unsure of. 
⚬ If yo u  b e lie ve  t h e  c a ll o r  t e x t  is  le g it , c a ll a  n u m b e r  

yo u  a re  fa m ilia r  w it h  b e fo re  g iv in g  o u t  a n y  
in fo rm a t io n  

Ho w  t o  p ro t e c t  yo u rs e lf



Purdue Federal Verification Methods

• W e  w ill NEVER a s k  fo r  t h e  fo llo w in g : 
⚬ Yo u r  u s e rn a m e  o r  p a s s w o rd  t o  d ig it a l 

          b a n kin g
⚬ Yo u r  e n t ire  d a t e  o f b ir t h  o r  SS N
⚬ Yo u r  e n t ire  d e b it  o r  c re d it  c a rd  n u m b e r
⚬ Yo u r  o n e - t im e  p a s s c o d e



Purdue Federal Verification Methods

• W e  CO ULD a s k  fo r  t h e  fo llo w in g : 
⚬ Th e  la s t  fo u r  d ig it s  o f yo u r  SS N
⚬ Th e  la s t  fo u r  d ig it s  o f yo u r  d e b it  o r  c re d it  c a rd  n u m b e r
⚬ A c u r re n t  o r  p re v io u s  a d d re s s
⚬ A c u r re n t  o r  p re v io u s  p h o n e  n u m b e r
⚬ A p a s s p o r t  o r  d r ive r ’s  lic e n s e  n u m b e r



Helpful Resources

• w w w.ft c .g o v
• w w w.o c c .t re a s .g o v
• w w w.p u rd u e fe d .c o m
• w w w.ju s t ic e .g o v
• w w w.u s p s .g o v



Questions? 
PURDUEFED.CO M/ FRAUD

fra ud @p urd ue fe d .co m
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